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Building Phishing Resilience 
in Australian Businesses



Introduction
Thanks to their low cost, low effort and high success rate, phishing attacks remain 
among the most prevalent cyber threats targeted at Australian businesses. 

A form of social engineering, phishing refers to any communication designed to 
trick individuals into divulging confidential information—such as corporate data or 
credentials—or installing malicious software. 

Phishing attacks have evolved far beyond their humble ‘Nigerian prince’ beginnings. 
Today, they employ sophisticated techniques and are meticulously crafted to look 
like legitimate communications from trusted sources. Recently, attackers have begun 
leveraging publicly available generative AI tools to quickly and easily craft tailored 
messages in perfect English. 

A successful phishing attack can bring devastating consequences, ranging from 
financial loss to lasting reputational damage. Because of this, it's imperative for 
businesses to understand the nature of these threats and implement effective 
defence strategies to safeguard their operations.

This necessity is underscored by recent statistics indicating a surge in phishing 
incidents, with attackers increasingly targeting the business sector. The Australian 
Cyber Security Centre (ACSC) has reported a marked increase in phishing attacks, 
meaning it’s more important now than ever to be vigilant in combating this threat.

The first step in defence is to understand the threat. Recall that phishing is a form of 
social engineering—which means it involves manipulating people into deviating from 
normal security procedures. It's a testament to the saying, "Humans are the weakest 
link in cybersecurity." However, by turning this weakest link into a strong line of defence 
through awareness and training, businesses can significantly mitigate their risk.

In fact, by understanding the threat landscape and adopting a proactive approach 
to cybersecurity, Australian businesses can not only defend against phishing attacks 
but also build a culture of security awareness that permeates every level of the 
organisation. Let’s embark on this journey towards a more secure and resilient digital 
future for Australian businesses.
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Understanding Phishing
Phishing is a cyber threat that uses deception to steal sensitive information, 
such as login credentials, financial data, and personal identification details, 
from unsuspecting victims. It can also be used to provide an entry vector 
for malware on corporate devices or networks. In either case, phishing preys 
on our natural tendency to trust. Despite its notoriety, phishing continues to 
be alarmingly effective, and it continues to evolve with new techniques to 
bypass technological defences and exploit human vulnerabilities.

Common Forms of Phishing
Phishing attacks come in several forms, each tailored to breach different 
facets of personal and organisational security:

• Email Phishing: The most widespread form, where attackers send 
fraudulent emails designed to mimic legitimate communications from 
reputable entities. These emails often urge recipients to click on malicious 
links or attachments under the guise of urgency or importance.

• Spear Phishing: A more targeted approach where attackers customise 
their messages to fit specific individuals or organisations. By leveraging 
carefully gathered information, these emails appear highly credible and 
significantly increase the likelihood of deception.

• Whaling: A specialised form of spear phishing aimed at high-profile 
targets such as senior executives. Whaling attacks are meticulously 
crafted to capture the attention and trust of individuals with access to 
critical organisational resources.

• Smishing and Vishing: In addition to email, phishing can be conducted 
through SMS (smishing) and voice calls (vishing). These methods exploit 
our heavy use of mobile devices, as well as the fact that we tend to be 
on the go or multitasking when checking our phones—and thus less likely 
to scrutinise messages as thoroughly.
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Impact on Australian 
Businesses
It’s hard to overstate the potential impact 
phishing has on Australian businesses. In its 
latest report, the ACSC has highlighted phishing 
as a significant cyber threat to businesses, with 
numerous incidents resulting in financial loss, 
data breaches, and compromised business 
email systems. The impact extends beyond 
immediate financial damage, affecting the 
reputation of businesses, eroding customer 
trust, and sometimes leading to regulatory 
penalties.

Phishing attacks also serve as a gateway 
for more sophisticated cyber threats, such 
as ransomware and advanced persistent 
threats (APTs), which can cripple business 
operations and infrastructure. In addition, the 
interconnected nature of business ecosystems 
means that a successful phishing attack on 
one SME can facilitate lateral movements to 
partners, suppliers, and customers, amplifying 
the potential for widespread damage.

Recognising Phishing 
Attempts
As with any cyber threat, the first line of 
defence in protecting against phishing attacks 
is to confidently and consistently identify them. 
Key indicators include:

• Suspicious Sender Addresses: Often, 
phishing emails come from addresses 
that mimic legitimate ones, with subtle 
differences or misspellings that are easy to 
overlook.

• Generic Greetings: Phishing emails 
frequently use generic greetings like 
“Dear Customer” instead of personalised 
introductions. (Note, however, that 
personalisation isn’t always a sign of 
legitimacy; see section on spear phishing 
above.)

• Urgent or Threatening Language: 
Attackers often create a sense of urgency 
or invoke fear to prompt quick action 
without proper scrutiny.

• Too-Good-to-Be-True Offers: Offers 
that seem overly generous or enticing can 
lure recipients into clicking on malicious 
links or providing sensitive information.

By understanding the nature and tactics of 
phishing, Australian businesses can better 
prepare their defences against this pervasive 
threat. The next sections will delve into specific 
strategies and practices that can fortify 
businesses against the scourge of phishing 
attacks, emphasising the importance of a 
comprehensive and proactive cybersecurity 
posture.
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Phishing Defence Strategies 
Combating a sophisticated and rapidly evolving threat like phishing means adopting a multi-layered 
approach to cybersecurity. This section outlines several practical measures that can significantly 
enhance an organisation’s resilience against phishing attacks.

Education and Awareness 
Training
The human element is both the primary 
target and the first line of defence against 
phishing. To protect itself, a business must start 
by implementing regular, comprehensive 
education and awareness programs. These 
should not only cover the identification of 
phishing attempts but also emphasise the 
critical role each employee plays in the 
organisation’s cybersecurity posture.

• Frequent Training Sessions: Conduct 
interactive training sessions that help 
employees identify and correctly respond 
to phishing attempts.

• Regular Simulations: Simulate phishing 
attacks to reinforce employee knowledge, 
monitor training effectiveness, and ensure 
organisational resilience improves over 
time.

• Updates on Latest Phishing Tactics: 
Cybercriminals continuously evolve their 
methods, and so should your employees. 
Keep your workforce informed about the 
latest phishing techniques and how to stay 
ahead of them.

• Promote a Culture of Security: 
Encourage employees to adopt secure 
online practices both in and out of the 
office. Strive to build a culture where 
cybersecurity is everyone’s responsibility.

Technical Safeguards
While educating employees is vital, businesses 
also need to implement robust technical 
safeguards to detect and prevent phishing 
attacks.

• Advanced Email Filtering: Utilise 
email filtering solutions that detect and 
block phishing emails before they reach 
the inbox. These systems analyse emails 
for known phishing indicators, such as 
suspicious sender addresses or malicious 
links. Email platforms like Microsoft 365 
typically have these built in, and many 
third-party solutions are also available. 

• Multi-Factor Authentication (MFA): 
Implement MFA wherever possible, 
especially for accessing sensitive systems 
and data. MFA adds an additional layer of 
security so that compromised credentials 
alone aren’t enough for an attacker to 
gain access.

• Regular Software Updates: Keep all 
systems and software up to date with the 
latest security patches. Many phishing 
attacks exploit known vulnerabilities that 
have already been patched by vendors.
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Regular Phishing Simulations
The most effective way to test and improve your 
organisation’s resilience to phishing attacks 
is to conduct regular phishing simulations. 
These controlled exercises provide practical 
experience by mimicking real phishing attacks 
and giving employees the chance to identify 
and respond to them.

• Tailored Simulation Campaigns: 
Design phishing simulations that reflect the 
most relevant and current threats to your 
organisation, varying the techniques and 
approaches to cover a broad spectrum of 
phishing types.

• Feedback and Training: Use the results 
of these simulations to provide targeted 
feedback and additional training to 
employees, focusing on areas of weakness 
and reinforcing the importance of 
vigilance.

• Benchmarking Progress: Regularly 
measure the effectiveness of your 
phishing defence strategies by tracking 
improvements in employee response rates 
to simulated attacks.

Policy and Procedure Development
Clear policies and procedures are critical in phishing defence, as they provide a framework for secure 
behaviour and responses to suspected phishing attempts.

• Incident Reporting Procedures: Establish and communicate clear procedures for reporting 
suspected phishing attempts. A swift response is often the key factor in stopping the spread of the 
attack.

•	 Verification	Processes: Develop policies requiring verification for requests involving sensitive 
information or financial transactions, especially if the request comes via email.

• Access Control Policies: Create and implement strict rules to ensure employees only have 
access to the information and systems they need for their roles. This minimises the potential impact 
of a successful phishing attack.

www.advance.net.au | 6



www.advance.net.au | 7

Creating a Phishing 
Incident Response Plan
An effective phishing incident response plan is a critical component of a comprehensive cybersecurity 
strategy. Despite the best efforts in prevention and education, the sophisticated nature of phishing 
attacks means they can still occasionally succeed. When they do, how much damage they do will 
depend on how quickly and how efficiently the organisation responds. This section outlines the key 
elements of a robust phishing incident response plan.

Immediate Response Steps
When a phishing attack is suspected or 
confirmed, every minute matters. Because 
timely response is crucial, every employee 
should know what steps to follow. Steps in an 
organisation’s response plan should include:

• Isolate the Incident: If an employee 
suspects they’ve clicked on a phishing 
link or otherwise compromised security, 
they should immediately disconnect 
the affected device from the network 
to prevent the spread of any potential 
malware. Another common isolation 
tactic is to identify other employees who 
have received the same phishing email 
and remove it from their inbox to prevent 
further incidents. 

• Notify the Right People: Each employee 
should know whom to notify about a 
suspected phishing attempt. This often 
includes internal IT or cybersecurity teams 
and, if applicable, external cybersecurity 
partners.

• Preserve Evidence: It’s important to 
keep any evidence related to the phishing 
attempt, such as emails and their headers, 
without further interacting with the 
content. This information can be crucial 
for subsequent investigation and response 
efforts.

Investigation and Analysis
Once the initial response has been executed, 
the business should conduct a thorough 
investigation to understand the scope and 
impact of the incident. This involves:

• Determining the Phishing Technique 
Used: Identifying the specific type of 
phishing attack can help in understanding 
the attacker’s objectives and potential 
impact.

• Assessing the Compromise: 
Investigate whether sensitive information 
was disclosed, if malware was installed, or 
if there are any signs of lateral movement 
within the network.

• Root Cause Analysis: Understanding 
how the phishing attempt succeeded can 
provide valuable insights into vulnerabilities 
within the organisation’s defences, 
whether they be technical gaps or areas 
where further employee training is needed.
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Communication Plan
In the aftermath of a phishing attack, 
effective communication can go a long way 
towards mitigating damages. A company’s 
communication plan should address:

• Internal Communication: Informing 
relevant stakeholders within the 
organisation, including leadership, 
affected departments, and IT teams, 
about the nature of the incident and 
ongoing response efforts.

• External Communication: Depending 
on the nature of the data or systems 
compromised, it may be necessary to 
inform customers, suppliers, regulatory 
bodies, or other outside parties. The 
communication should be clear and 
concise, and it should outline what’s being 
done to manage the incident and prevent 
future occurrences.

• Regulatory Reporting: If the attack 
leads to a data breach, it’s important 
to comply with any applicable data 
breach notification laws, which may 
require reporting the incident to regulatory 
authorities within a specific timeframe.

Continuous Improvement
A good cybersecurity plan is never static; 
regular reviews and updates are essential 
to adapt to new threats and incorporate 
lessons learned from past incidents. This 
continuous improvement cycle ensures that 
the organisation remains resilient in the face of 
evolving phishing tactics.

By establishing and maintaining a detailed 
phishing incident response plan, Australian 
businesses can ensure they’re prepared 
to respond effectively to phishing attacks, 
minimising their impact and safeguarding their 
assets, reputation, and trust.

Recovery and Remediation
The final phase of the incident response plan 
focuses on recovery and remediation:

• Eradicating the Threat: This includes 
removing any malware installed by the 
phishing attack, changing compromised 
passwords, and securing any breached 
accounts.

• Restoring Affected Systems: Ensure 
that any affected systems are cleaned and 
restored to their pre-incident state, with 
all malware removed and vulnerabilities 
patched.

• Lessons Learned: Conduct a post-
incident review to identify lessons learned 
and apply these insights to strengthen the 
organisation’s cybersecurity posture. This 
may involve updating policies, enhancing 
technical defences, or conducting 
additional employee training.
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Conclusion
The threat of phishing cannot be underestimated—nor can it be entirely eliminated. However, with 
diligent attention to education, preparation, and response, Australian businesses can build a resilient 
defence that significantly reduces the risk and potential impact of phishing attacks. It’s only by 
understanding the threat, empowering employees, deploying technology, and fostering a culture of 
cybersecurity awareness that businesses can protect their valuable assets, reputation, and trust in the 
digital age.

Cybersecurity is a shared responsibility, and in the fight against phishing, knowledge is power. By 
staying informed, vigilant, and proactive, Australian SMEs can not only defend against the immediate 
threat of phishing but also contribute to a broader culture of cybersecurity resilience. As the digital 
landscape continues to evolve, so too will the strategies and technologies to protect it. In this ongoing 
effort, it’s up to each business to stay informed, prepared, and resilient.
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